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DDoS Attacks @ GLOBECOM®
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Motivation @ CLOBECOM’

e |oT Testbeds

O

Need for scalability and usability in a real, large-scale
environment for cybersecurity experimentation

Must consider a heterogeneous infrastructure
Generic testbeds: serve to multiple applications

Support to cybersecurity experiments



The MENTORED Project’ = Eosecom

“Our mission is to combat DDoS attacks effects and provide an
experimental environment to allow researchers to test their
solutions against DDoS attacks generated with the support of

loT networks."
The Mentored Project Team
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The MENTORED Project = Eopecom

Axis 1 Axis 2

loT Traffic Monitoring |  Pprediction of Botnets Modeling, Detection
and Prevention and DDoS Attacks and Mitigation of
Against DDoS attacks DDoS Attacks

[ Infrastructure to Cybersecurity Experimentation J
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Problem Statement @ CLOBECOM’

e How to provide an academic Brazilian cybersecurity testbed for
Distributed Denial of Service and zero-day attacks?

e How to define usage policies and technologies that efficiently
control the resources?



Purpose for this Demo

Defined in this project




Supported by the Software-Defined
Infrastructure of the National

- Education and Research Network
Solution

(IDS-RNP)

The MENTORED Testbed IDS-RNP: geographically distributed
Kubernetes cluster in Brazil




Testbed Architecture @ CLOBECOM’

Details
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Workflow @ CLOBECOM’

1. Experiment Definition B‘ <<device>>

YAML following Docker and Kubernetes syntaxes MENTORED Server
<<software>>
<<device>> N ;HETP>> Mentored Master
HasESemptet .Q\ Ny O§\~ Web Kubectl {]
‘ Web Browser $:I |/’/\\ - \

.~\\. \|Knetlab Operator Prox |

Testbed User \. /C P YE

-
I Misrtased LI {] |—/—/— <<TCP/|P>>\\| Orchestrator {I ‘

S ZHTTP>> 2. Execution of the
Experiment in MENTORED CLI

wJ N
l\\é MENTORED Master receives the YAML
.‘\\. and start experiment with Orchestrator
<<device>> & L module
IDS-RNP Kubernetes Master, N

3. Experiment Monitoring

Experiment is managed in real-time <<softwares>>

with Web Browser (WebKubectl) @ Kubernetes API
Topologies can be visualized with I Knetlab Operator =3 | |
Knetlab Operator




Demo

User perspective:
from the definition to the
execution of a experiment




IT Infrastructure @ GLOBECOM"
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IT Infrastructure @ CLOBECOM’

e Backend

Kubernetes

Python 3

Kubernetes Python API

Webkubect|?

Django (Development of a REST API)
Knetlab’

o O O O O O

1 https://qit.rnp.br/cnar/knetlab
2 https://qithub.com/KubeOperator/webkubect!



https://git.rnp.br/cnar/knetlab
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Demo Description = &opecom
User perspective

Operating
System

N J
Node actors Environment |
1. Define an experiment — g variables y
YAML i i

| E— Topology Softwares
J J

2. Run the experiment

Choose a previous defined Experiment

MENTORED Testbed and Project

User

3. Access and manage
the experiment in
real-time
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Application demo
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Parameters
YAML experiment definition

e Node actors
o Link to docker images (softwares)
o Number of replicas
o Environment variables
o Kubernetes parameters
e Type of topology
o Predefined patterns
o Custom topology specified by the user
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Running an Experiment GLOBECOM

Rest HTTP (API): Accessed by interfaces as python, web page, others

MENTORED Testbed

Api Root

Username: Ap| ROOt

The default basic root view for DefaultRouter

Password: CET

HTTP 200 OK
Allow: GET, HEAD, OPTIONS

Content-Type: application/json
Log in vary: Accept

"users": "http://mentored-testbed.cafeexpresso.rnp.br/users/"

"groups": "http://mentored-testbed.cafeexpresso.rnp.br/groups/"

"experiments": "http://mentored-testbed.cafeexpresso.rnp.br/experiments/"

"projectrequests": "http://mentored-testbed.cafeexpresso.rnp.br/projectrequests/"
"projects": "http://mentored-testbed.cafeexpresso.rnp.br/projects/"

"experimentexecutions": "http://mentored-testbed.cafeexpresso.rnp.br/experimentexecutions/"
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Running an Experiment = &opecom
Experiment configuration

A label for each scenario

Public scenario offered to different users
Raw data HTML form

Exp name demo

Yaml description region: 'ids-mg'
topology: 'ovs_fully_connected'

POST



Running an Experiment

Project

Experiment

Execution time

Projeto: demo

Experimento: demo

300

Raw data

2
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Maximum time of an experiment and all containers
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HTML form

POST



Running an Experiment

Webkubectl

New Session

File related to the experiment obtained from the API
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Running an Experiment = &opecom
Webkubectl

Web Kubectl O

Sessions

Demo session Connect i Delete
Kube Config

New Session

List of allowed sessions for the user to access any container experiment in real-time




Running an Experiment = Ebeecom
Webkubectl

Temporary terminal session with unix commands and kubernetes client
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Running an Experiment GLOBECOM'

Knetlab topology visualizer
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Running an Experiment
Knetlab topology vi
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Results

Attack sequence and results
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Application example
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Results @ s

Distributed scenario

Demo Attack
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Results ?/ CLOBECOM’

Local scenario . .
Average 1 to 30 Attackers in the attack period (60 to 240 seconds)
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Final Considerations @ CLOBECOM’

e MENTORED: The Brazilian testbed for IoT cybersecurity
o DDoS and zero-day attacks

e Topology modeling through .yaml files

e REST API in the execution of the experiment

e Preliminary results of distributed and local attacks



Future Works @ CLOBECOM’

e Experiment more scenarios

o E.g., a greater number of physical and virtual nodes
e Evaluate other technologies for creating virtual networks
e Analyze other attack scenarios



Link - Video @ GLOBECOM'

e https://youtu.be/056I1BG80CpY



https://youtu.be/o56IBG8OCpY
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