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Bots Reloaded!
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Entendendo o website do ISC ¢
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Intrusion Detection
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rk. SLA& guarantes. menitoring with LANguard

Advertise on this site

Trends Top 10 Contact About INFOCon Presentations XML print

Port Lookup: | SANSFIRE: Meet your favorite ISC handlers in person. Database Status

H$T Reports Processed:

|Last Month: 607,545,442
|Last Week: 152,083,317

how I default V|stories Last 24hrs: 21,973,116
WorldMap :*. 5" <¢¢48E

Q4 PE

IP Lookup

How to Join?

|previous -
SAMNSFIRE: Meet your |||
favarite handlers in Port 38566, Update to Firefox weakness, Packetfoo site
person launched!

|Publiched: 2006-05-07, 4 :
E Last Updated: 2006-05-08 00:21:25 UTC by Mike Poor (Wersion: 1) ]
Lots of scanning on port 38566 o
+ Port Graph - i e
http://isc.sans.org/port_details.php?port=38566& i

+ Port History
|Shows a very large number of records and sources, and a small
- Today's Diary |set of targets.
M- .35066 O---.7674

Wuin-rpc,1026
+ Papers and |Its is currently #1 in the Dshield Ports list: Okit nt, 6851 Emicrosoft-ds,d445 [M--- 41170
Analysis . _ - May Bth B00G
http://www .dshield.org/topports.php

p ey
- Database |Update to Firefox vulnerability posted earlier -

Statistics What security does your bank offer
http://secunia.com/advisories/ 19698/ for web-based transactions?

- Diary Archive TR LT T e U GReE S
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Handlers List c‘w§

Grupo de 30 profissionais de seguranca

- Geograficamente dispersos (América do Norte e Sul, Europa, Asia)

- background (ISP, governo, financeiro, educacional)

A cada dia um handler € designhado a ser o 'handler
do dia’

Para enviar noticias, ddvidas ou guestionamentos
aos handlers, utilize o formulario de contato( http:
//isc.sans.org/contact.php ) -

http://isc.sans.org
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Malwares wﬂa

Bots sdo Malwares...mas afinal...o que € um Malware?

“Malware Is a set of instructions that run on your
computer and make your system do something that
an attacker want it to do.”

--Ed Skoudis

ISC Handler e Autor do livro Malware: Fighting
Malicious Code

MADvaRs

fismhiing Yilivamis
Einks

http://isc.sans.org
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Bots Srosi@

Por gue vimos uma onda de Bots/Malwares em 2004/2005?

— Em abril de 2004, mais de 900 variantes do GaoBot

Virus Characteristics:

-- Update August 11, 2004 .Em 2005, aU mento de mals
There ara now m_rerdEIEIEI variant_s of this threat, manj,r_nfwhich wera proactively de 175% de Varlantes em

detected, and this number continues to grow at a rapid rate.

AWERT is constantly enhancing generic detection for this family. To ensure you have relagao a 2004

appropriate protection please do use the latest DATs, latest engine and o »e
disable scanning of packed executable files.

o, . InformationWeek e
There are now aver 700 variants of this trojan-turned warm. Multiple new CM P For PDA and Phon

discovarad each week. They vary in file size and name. pemisis BUSINESS INNOVATION POWERED BY TECHNOLODGY

This detection is for worms that are based on the |RC-Sdbat trajan cnde.m WINDOWS SECURITY OUTSOURCING INTERMET SOFTWARE HARDWARE
code for the IRC-Sdbot trojan was published on the Internet some time a

. g M Tech Center: Breaking H « BI + Col + Product Revi v O t Print | v P
number of warms are based on the same code. The following detections e = olmns = Froduct Reviews Hrremt Frintfssue = Fersona

= Read All Stories

such warms:
¢ YW32/Sdbot worm Bots Nearly Triple In 2005 = E-Msil
* W3Z/Sdbot.worm.gen Bots increased faster than any other software infection last year, said = Frint
* W S dbot worm. gen.b researchers » Discuss
) » Delicio.us
B

By Gregg Keizer Digg
TechWeb News

Jan 26, 2006 03:07 PM

The number of bots released in 2005 was almaost triple that of the yvear before, Madrid-hased Panda
Software said Thursday, spotlighting the growing problem of PC hijacking.

Lastyear was the second running where the number of bots — programs on infected computers that listen
and respond to commands from their controller — increased faster than any other category of malware,
added Panda, which fracked a 175 percent jump over 2004,
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Bots SEO

...em 2005:

De Janeiro a Junho de 2005:

4268 Novas Variantes de Bots!
Fonte: F-Secure

Agobot * Spybot * Aebot * Aimbot * Alcobot * Babot *
Badbot * Bbot * Bigbot * Evilbot * Gobot * Msbot *
ShellBot * Psybot * Rbot * Sbot * Sdbot * Aebot *

GTBot * Nyrobot * Robobot * Rsbot * Vbbot * Padobot

* Kazabot * Gunbot * IRCBot ...

http://isc.sans.org
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CARREIRA

COMPUTACAO
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COMPUTACAD
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INTERMET
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TELECOM™

Servigos

AGENDA DE TI
BanCa IDG
CHAT
COLUNISTAS
DOWNLOADS
ENQUETE

"?_:;IDG MNow! - Mozilla Firefox == =]
Arquivo Editar  Exibir  Ir  Faworitos  Ferramentas  Ajuda

G5O D e Hor [

| | || || | ety

Seqguranga

W MOCE ESTA EM: IDG NOW! > SEGURAMCA > MOTICIA

Praga Mytob gera 96 variantes em 13 dias
Terga-feira, 26 abril de 2005 - 12:07
IDG Mol

A praga virtual Mytobh apresentou 96 variantes desde seu
surgimento, nos Oltimos 13 dias, informou a empresa de
antivirus McAfee nesta terga-feira (26/04). Segundo a
companhia, depois das ameagas MyDoom, MNetSky e Bagle,
o Mytob & 3 guarta praga a apresentar mais variantes em urm
curto espaco de termpo.

Segundo a Mcafee, na ltima sermana, 0s laboratdrios de
pesquisa antivirus (SVERT) receberam uma media 410
amostras por dia do Mytob, A praga, que se propaga na lista
de contatos de e-rmail da maguina infectada, busca
viulnerabilidades no sisterna operacional Windows da
Microsoft.

Embora resulte da jungio de duas grandes ameagas, o
Mydoorm, que infectou milhares de PCs erm 2004, & 0 Sdhot,
praga mais recente gue procura capturar senhas e dados
dos usuarios, o Mytob @ Uma ameaca de baixo risco, ja gue
mistura codigos conhecidos na indlstria de seguranga de
dados.

Em caso de suspeita de infeccgdo do sisterna, o usuario
pode enviar o arquivo compactado (ZIP) com senha de
protecdo {senha - infected) para o laboratdrio MeAfee AVERT
nos enderecos virus_research@avertlabs.com ou

hitne /' fww wehimnone nek

“se | Ultimas Mokicias

! WinHEC: Samisung
muostra disco rigido
hibrido

' Cisco e Mortel
fazem rodada de
aquisicoes

! Praga Mytob gera
96 variantes em 13
dias

! Curso online da
dicas sobre
Balanced Scorecard

' Internet Explorer
vai melhorar
suporte a padries

! Trend ndo vai
compensar
prejuizos por falha

* Cresce a
preocupacac com
ataques DoS

ENTRAR

MAIS

VANTAGEM

| R T e el

=l

Zoncluido

http://isc.sans.org
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Criacao de Malwares Lw@
BOTS!
—- Explosao observada desde 2004!
- Ainda uma grande ameaca...
— Target scanning
— Multiplos Exploits

— Sofisticado mecanismo de Controle ( tipicamente
IRC e Web, e em algumas vezes P2P)

- Mesmo caddigo + diferente Packer = novo bot!

-~ Packer e Protectors:

UPX, Upack, Yoda, Themida...
Anti-VM, Anti-Debugger...

http://isc.sans.org
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Criacao de Malwares sta
2004/2005: O biénio dos Bots!

- AGO/GAODbot, Phatbot, SDbot, RxBot, rBot, SpyBot, Global Threat...
Busca por:

— Mdltiplas vulnerabilidades,

-~ Backdoors deixadas por outros virus (MyDoom...)
— Multiplas portas abertas para realizar o ataque:

2745, 1025, 3127, 6129, 5000, 80...
Nosso exemplo:

- AGO/GAObot
— Phatbot

Agobot == Gaobot == Gobot == Polybot == Phatbot

http://isc.sans.org
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Criacao de Malwares
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Familia Ago/Gao/PhatBot
Caracteristicas:

— Base de conhecimento de exploits:

Porta 135 — exploits antigos

Porta 445 — exploits antigos

Porta 80 — exploits antigos 1S

Porta 3127 — Backdoor MyDoom
Porta 2745 — Backdoor Beagle

Porta 6129 — exploit para Dameware

Incorporacao do exploit do LSASS dias
antes do Sasser!

— Controle via IRC de forma anénima
— Podem fazer “sniffing”...

Port Summary - 4-2004

Top 10
Top 50
Top 75
Top 100

Port

Sources

Targets

Count

135

156051

1395149

5153275

445

453076

129243

3778151

a0

S64585

115219

4276722

3147

L5487

111672

1076421

137

39163

110703

1084706

2745

baY43

03571

890011

1434

20558

02144

521907

14353

5265

/5170

704304

6129

38212

Bo662

409312

139

39451

6a516

62041

http://isc.sans.org
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Deteccao de novas tendencias de Bots

— O ISC recebe cerca de 40 milhGes de Logs por dia e
1 bilh&o por més, o que facilita a deteccéao de novas
tendéncias.

— Triggers que avisam quando determinados padroes
ultrapassam um limite ou saem de um padréo ja
observado

— Graficos e dados que ilustram as mudancas de
comportamentos de trafego.

http://isc.sans.org
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Malwares e o ISC S
Exemplo 1: Porta 2967 — Symantec AV client

J-

Port 296/
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http://isc.sans.org
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Malwares e 0 ISC
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Reports Contact About INFOCon Presentations Links XML print

Handler's Diary november 27th 2006

previous - next

New Botnet?

Published: 2006-11-27,
Last Updated: 2006-11-27 19:17:54 UTC by Joel Esler (Version: 3(click to highlight changes))

We've received reports from .edu (Thanks!) of a massiveiéw outbreak of bots exploiting the Symantec Client Eec_Tr_iLﬁEd_)
Antivirus escalation of privilege vulnerability. ("new" implying the ou : bty

More details on the vulnerability here.

We have not seen the botnet here at the ISC, but if you are having experience with it, please write in via our "Contact Us"
Button, and let us know!

http://isc.sans.org
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Criacdo de Malwares — Cast¥

Por que esses bots representam uma
evolucao na criacao de Malwares?

— 2004/2005

Versdes com cadigo fonte parcialmente disseminado e “livre’, com a possibilidade de
alterar o original, fazendo sua prépria variante!

- 2005/2006

IPVv6 !
Novos packers
Novos Protectors — Anti-VM, Anti-Debuggers...

- 2006
Utilizagcao em Phishing 2.0
Maior organizacéo com utilizacdo de mecanismos como Google Analytics !

Geo Location
Unique Visitors

http://isc.sans.org
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Arquivo  Editar Ewxibir Histérico  Faworitos Ferramentas  Ajuda

INSTITUTE

©J Google Analytics - Mozilla Firefox

@ - - @ “lJﬂ_l‘. | https: /fwww. google .com/fanalytics fhome freportrid=1726018s0d=174119 ﬁ| b | [= | !"| Google |“ % |
Google - | v | *|i |G| Pesquisa = *¥ verificar ~ [l lrscrever ~ [d Opges o
SANS—IntenEtStormCmter—Coope...; 1 I Gnuglehnalvﬁcs Q ! 2

Reports: handlers.sans.org f‘

Dashboards Executive Overview Export E 51""

v View @ handlers.sans.org | 11/22/2006 - 11/28/2006

- Executive Cverview
- Conversion summary

—| Visits and Pageviews |7 —| Visits by New and Returning |7

: Average: 1.84 BV
- Marketing Summary Visits Visits: 90

- Content Summary 30 ROV A

- Site Owerlay

¥ Marketing Optimization

Pageviews F2,22%

< 3 =3
a 27.78%

H Unique Visitor Tracking
- Daily Visitors a ; ; ; ;
- Visits & Pageview Tracking Wed 11722 Fri 11724 Sun 11/26 Tue 11728
- Goal Conversion Tracking R SR | Show All | Hide All
- Absolute Unigue Visitors

Geo Map Overla i Visits by So e
- Visitor Loyalty i _ijl._P = B =i

60.00%:

'O A AR T |
= o)

Mew Wisitor Returning YWisitor

-Visitor Recency
H Visitor Segment Performance
Marketing Campaign Results
Search Engine Marketing
» Content Optimization

Date Range 3

22.22%
[direct] google isc.sans.org
View E‘_.l' ﬂ jackmccarthy.com images.google.de [other]

4 2006 » 2

Recebendo dados de www.google. com, .. www .google, com [McAfee SiteAdvisor| +
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Bots e Phishing éwa
Phishing 2.0

— Novo

- Uso ainda relativamente pequeno...

- Tenta ‘by-passar’:
OTP

IP GeoLocation

— Uso de Botnets!

http://isc.sans.org
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Bots e Phishing SEQ

Phishing 2.0 (cont.)

1. O usuario é levado a clicar em um link de seu banco

2. O site com o phishing na verdade nao € um site com uma replica do site do seu banco,
mas um servidor proxy que conecta ao site real do banco.

3. O hacker toma conta da sessao assim que o usuario se ‘loga’ no banco

4_Quando o usuario sai, o proxy continua ativo, fazendo ‘refreshes’ para evitar um timeout
2. O hacker pode alterar a sessédo de acordo com suas necessidades.

Um exemplo:

- O cliente fala para o proxy: Transfira 1000 reais para conta XXX/ Ag YYY

- O proxy fala para o banco: Transfira 1000 reais para conta AAA / Ag BBB

- O banco para o proxy: Confirma fransferéncia de 1000 reais para conta AAA [ Ag BBB

- O proxy fala para o cliente: Confirma transferéncia de 1000 reais para conta 222K/ Ag YYY
- O cliente fala para o Proxy: Confirmo transferéncia para XX/ YYY e 0 numero do meu

foken é 123456
- O proxy fala para o banco: Confirmo transferéncia para AAA / BBB e o numero do meu

token & 123456.

http://isc.sans.org
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Criacao de Malwares

Versbes com codigo fonte parcialmente disseminado e “livre” (GPL!)

[P ddos - Bloco de notas

Arquivo  Editar  Formatar  Exibir  Ajuda

™

[#incTude
[#TncTude
[#Finclude
[#include
l#incTude
(#include

gvuid oD

[

agobot3 — a modular IRC bot for win3z Ainux
Copyright (C) 2003 Aago

agram s
it under
ished by
License,

free software; wou can redistribute it and/sor
the terms of the GHU General Public License
the Free software Foundation; either wversion 2
or Cat wour option) amy later wersion.

modif
as pug1

This program is distributed in the hope that 1t will be useful,
but WITHOUT ARY WARRAMTY; without even the implied warranty of
MERCHANTABILITY or FITHRESS FOR A PARTICULAR FPURPOSE. Sea the

Gl Seneral Public License for more details.

¥ou should have
aWDng with this
Foundation,

received a copy of the GuU General Public License
program; if not, write to the Free software

Inc., 5% Temple Place - suite 330, Boston, MA  02111-1307, Usa. ¥/
"main.h"

"ddos. k"

"mainctrl.h”

"synflood. h"

:EUHDFWDDd.h”

ttpflood. h"

o5 Init)
m_ i MumThreads=0;
g_cMainctr]
g_cMainctr]
g_cMainctr]
g_cMainctr]
g_cMainctr]
b_cmainctr]

m_booosing=talse;

.mM_cCommands. RegqisterCommandC&m_cmdPing,
.m_cCommands. RegisterCommandC&m_cmdUunr,
.m_cCommands. ReqisterCommand&m_cmdspoofedunr,

= "ddos.
.m_ccommands . ReqistercommandC&m_cmdsyn,

"ddos.
"ddos.
"ddos.
"ddos.
"ddos.

pingflood"”,
udpflood”,
spudpflood”,
syt lood"”,
httpflood”,
stop",

.m:ccummands.RegﬁSterCDmmand{&m CdHT TR,
.m_cCommands. RegqisterCommand&m_cmdstop,
Lddos. synflood <host: <times <delays> <port:

- port 0 = random port

ddos.udpfFlood <hosts> <numbers <size> <delays> <ports
- port O = random port

= =)

>

http://isc.sans.org
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Criacao de Malwares

(CENTER

— Possibilidade de acrescentar modulos com novas
funcionalidades e exploits, chamados de “Mods”

J A guivo Editar Exibir Faworitos Ferramentas Sjuda

| = -= -5 | Q|5 3| B x o | E-

J Endereco Ia Mods

Pastas = g i — ™ @ =S
= e | ] =
=1 phatbot_current e LS glos rods-readme . Exk
=-{3 phatbok Mods

l:l =ty

D agobots_ mods-readme. k=t

EIG bin Documenkto de texko

{:] Win3= -Ej mods-readme.txk - Bloco de notas - ||:||£|

EI{:I configgui Arquivo Editar  Formakar  Ajuda
"D SV [here is mods section. |
2 mas
{:I Relea Flease make folder in your nick 1like glow and put your cpp files or how
w0 res tos in there :)

~{Z3 configs

EIG diac Glow
i:l R [=1R]
l:l svn |
1:| templ

~_1 Frplib

~ 1 hookdll

=-1 lib
CI LS
=-{Z3 opens

w7 mds

EIE Mods
H- swn -
O e P PR . —I

] | L|_I |

’Tip-:u: Documenko de texto Tamanho: 128 bykes |12EF bvktes

|E_‘:.-‘_J. Meu compuktador
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Criacao de Malwares

Referéncia dos Comandos:

%2 apobot3 command reference - Mozilla Firefox

File Edit W i ark: Help

= - L] File: i JDocument ettings/pedraDy op/ficcyber fagobotfagobot3-prividoc/commandref . html

Aoohot?

command reference

for Ageoebeot3 0.1.3 Alpha)

Aaohot3

kot f cormmmand manager £ cwar £ ire £ mac f redirect £ downloader

command J alias | description ] example

bot commands |

<dgo> botabout
<hgobot3= AgobetE (0,13 Alpha) "Feleasze" on
WinE2" by Ago (theago@gme net). homepage:
httpdifnone. vet!
. =hgo= bot die
tertunates the bot <-- Aogobots has qut (Fead error: 104 (Connection
[reset by peer))

b go> bot dns ago bastart net
<hgobot3™ agoe bastart net -= 20.0.1.55
=fgo> bot.dns 20.0.1.55

<bgobot3= 20.0.1.55 -> ago bastart.net

kot about tot about displays the mfo the author wants you to see

kot dns <hostnamelip= resolves ipihostname by dns

|lmakes the bot execute an cexe, exe 13 hidden

kot execute <wmbility= when wability 1z 0. note that wisibdity has no <8 go> botexecute 1 notepad. exe
"= command=" effect on gui programs that dont honor the (Wictitn executes notepad. exe wisible)

wrigibility parameter “Windlamn gets.

kot execute

Done
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Criacao de Malwares

Ex phatbot

* Modificacao facil do codigo fonte

(CENTER

_ =] x|

J PR R &= dcomscanner.cpp - Bloc C =13 >|
J P Arquivo Editar  Formatar Ajuda _I
#include ""main.h" <
JE"'dE“’ESD ||:| Fltinclude ""mainctrl_h" - ll o Ir
#include ""utility.h" = -
Pastas #tinclude “*shellcode.h™ | Modificado = |
=11 pht Z2l3i2004
. =-_1pl|class CScannerDCOM : public CScannerBase 22j5fz2004
E"E £ Z2j3iz004
r(public: 2232004
E - FE?EEET?FREETEE—; -—mm M AR LE T W e B m == R [ h ] 22!3!2004
&ibaglescanner.cpp - Bloco otas —1O] =] 21f3f2004
Arguivo  Edikar  Formatar Ajuda 2L (N0
ST bagl ao 47 ddos.cpp - Bloco de notas — o) =]
k.3
4 aglescanner.-cpp Arguivvo Editar  Formatar Ajuda
F=56 #include "“"main_h"
#include “‘mainctrl._h"
+r -+ ++++4+4+4++ (Hinclude "“"ddos_h" J

+++4+++++4+4++H+HHHHHH A

+++++++++++++++++FF++HEE
+++++++++++++HH+FFEFF A

*®f

#ftinclude ""main.h""
#include "mainctrl.h"
#include ""utility_.h"

class CScannerBagle =
public CScannerB

void CDDOS::-Init()
£ m_iHumThreads=8;
REGCHD{m_cmdUDP ,

m_bDDOSing=False;
“*ddos .udpflood™,

a UDF flood" ., false,
REGCHD{m_ cmd5yn, “"ddos.synflood™,

an 5¥YH flood", false,
REGCHD{m cmdHTTF, ““ddos _httpflood,

a HTTF flood", false,
REGCHD{m_cmdStop, “"ddos._.stop"’,

all floods"",

this);
REGCHD{m_ cmdPhatiyn, "“ddos .phatsyn™, "starts

flood", False, this);

“"ddos _phaticmp™, “"starts

REGCHD{m_ cmdPhatICHFP,

“"starts
this);
“*starts
this);
“*starts
this);
"stops
false,

syun

=l

icmp

IIH'_"_I ":\.n-..llhnl' - Saarcrh Fl-i:hlll
A I »

pue—

’Tip-:u: Arguivo CPP Tamanho: 5,76 KB

5,76 KB

|EE'EJ. Meu computador
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Criacao de Malwares

Muitos arquivos de codigos fontes
Muitos arquivos de headers

Muitos arquivos de configuracao
Muitos parametros de configuracao
Muitos Mods

Enfim...

Muito complicado criar sua propria versao...

http://isc.sans.org



Criacao de Malwares

Mas o boom dos bots é justificado:

- FAQ
Compilacéao
- Em Win32
— Em Linux — instru¢cfes do uso do GCC

Detalhamento dos moédulos

Plataformas Testadas

http://isc.sans.org
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Bots em perl...

O Brasil € um dos lideres em bots em perl.

Report recebido pelo SANS ISC em 17 de Marco:

“Hi,

Just discovered this attack against one of our IDS customers. The attacking IP.
XXX XXX XXX XXX.

It's another bot . IRC server at: linuz.xXxxxXxxxxxx.net

Channel xxxxxx seems to have been removed, however the file are still available at
XXX XXXXXXXXXXXX.0rg

Regards, XXXX@XXXXXX

Content :

“my $processo = 'fusr/sbin/httpd’;
$0="%processo"."\0"x16;;

my $pid=fork;

exit if $pid;

die "Problema com o fork: $!" unless defined($pid);”

http://isc.sans.org




Bothets

o Simples:
— Varios bots sob o dominio de um atacante == BotNet

Botnets permitem ataques de DDoS de varios tipos:

*Ataques ICMP;

*Ataques TCP;

eAtaques UDP;

*Ataques HTTP (Reload, Reload, Revolutions, Reload...);

http://isc.sans.org
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“Controle Remoto” atraves de, por exemplo, canais
de IRC:

— Internet Relay Chat

— Servers, Canais, Nicks, Senhas...
ldentidade do Owner permanece “Anonima’”
— psyBNC??

Portas padroes do IRC: 6665-6669, sendo a mais
comum 6667

-~ Quem blogueia a porta 6667 ?

— ...e as portas 9991, 1122, 9999...7?7
Tamanhos variados : 500 ,150k 1.5M!

http://isc.sans.org
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Mas...qual o objetivo?

— Lucro (algumas botnets sao criadas apenas para
serem vendidas)

Spam, pws...
— Pirataria (warez, videos, livros...)

— Lucro (DDoS for hire!)

“‘Quer pagar guanto!?”™

— Poder no CyberSpace...(Controle de um exército
proprio...)

http://isc.sans.org



Uso das Botnhets

Fonte: F-Secure Weblog (http://www.f-secure.com/weblog)

http://isc.sans.org



Uso das Botnhets

“...Saad Echouafni, head of a satellite communications
company, is wanted in Los Angeles, California for
allegedly hiring computer hackers to launch attacks
against his company's competitors . On August 25,
2004, Echouafni was indicted by a federal grand jury in
Los Angeles in connection with the first successful
investigation of a large-scale distributed denial of
service attack (DDOS) used for a commercial

purpose in the United States....”

“...That business, as well as others both private and
government in the United States, were temporarily
disrupted by these attacks which resulted in losses

ranging from $200,000 to over $1 million ...”

Fonte: FBI

http://isc.sans.org
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RxBot — Base de 17 exploits!
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[17:11] <randomnick> .up

[17:11] <[x]12212893> [MAIN]: Uptime: 1d 8h 50m.

[17:11] <[x]55483161> [MAIN]:
[17:11] <[x]32705837> [MAIN]:
[17:11] <[x]66729140> [MAIN]:
[17:11] <[x]62694986> [MAIN]:
[17:11] <[x]77045269> [MAIN]:
[17:11] <[x]10568877> [MAIN]:
[17:11] <[x]43332600> [MAIN]:
[17:11] <[x]38093578> [MAIN]:
[17:11] <[x]59464173> [MAIN]:
[17:11] <[x]59968649> [MAIN]:
[17:11] <[x]29780258> [MAIN]:

[17:11] <[x]70324359> [MAIN]:

Uptime:
Uptime:
Uptime:
Uptime:
Uptime:
Uptime:
Uptime:
Uptime:
Uptime:
Uptime:
Uptime:

Uptime:

2d 8h 18m.

2d 6h 49m.

0d 4h 2m.

0d 7h Om.

23d 8h 10m.

0d 8h 8m.

0d 5h 8m.

0d 9h 14m.

29d 9h 14m.

23d 8h 9m.

0d 6h 29m.

23d 8h 10m.

http://isc.sans.org
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Botnet for Dummies! (Também conhecido como Botnet-Howto!)

Fireball553399: Anyways, once you're in as root, CD to any folder you
want

Fireball553399: cd /root

Fireball553399: mkdir irc

Fireball553399: cd irc

proscalem: ok made dir ircd Fireball553399: wget basically just downloads files fro the intern
proscalem: made ircd by mistake is that ok? proscalem: done

Fireball553399: Yeah Fireball553399: When it's done, go

Fireball553399: It doesn't really matter where you make it Fireball553399: tar -xf Unreal3.2.3.tar.gz

proscalem: ok done Fireball553399: A tarball (.tar) means a compressed I,
Fireball553399: K, when you're in /root/ircd basically *nix's version of WinZip

Fireball553399: wget http://unrealircd.alert-net.com/Unreal3.2.3.tar.gz Fireball553399: tar -xf means extract the files

http://isc.sans.org
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Mas como detectar ?

-~ Conhecendo seu inimigo!

Entender o funcionamento dos Bots
- Know your Enemy — Tracking Botnets

Analises de Bots - LURHQ
—  http://www.lurhg.com/phatbot.html

Handlers Diaries no ISC ( http://isc.sans.org )

http://isc.sans.org
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Mas como detectar:

— IDSs (canais, comandos...)

Como funciona um IRC (o que é um canal, modes, nicks, whaois, list...)
Regras de ids para os comportamentos em canais

— Snort chat.rules

— Bleeding Snort Bot rules

alert tcp $HOME_NET any -> any 6667 (msg: "BLEEDING-EDGE ATTACK RESPONSE Likely Botnet Activity"; flow: to_server,established,;
content:"PRIVMSG"; nocase; tag: session,50,packets; pcre:"/(cheguei gazelas|meh que tao|Status|Tempo|Total pacotes|Total bytes|M?dia

de envio|portas? aberta)/i"; classtype: string-detect; sid: 2001620; rev:4; )

— Atencao as portas fora 6666:7000

IMoskeMongo.BIZ *** Listener on *:59, clients 11. is PERM
IMoskeMongo.BIZ *** Listener on *:443, clients 1145. is PERM
IMoskeMongo.BIZ *** Listener on *:6667, clients 133. is PERM

http://isc.sans.org



Tendéncilas

Aumento cada vez maior de Botnets em portas
conhecidas, como porta 80! (principalmente por
SpamBots!)

Deteccao simples:
- nmap -A -p 80 192.168.1.0/24

Interesting ports on 192.168.1.45:
PORT STATE SERVICE VERSION
80/tcp open Irc Ircu ircd
Service Info: Host: megaserver

http://isc.sans.org
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Packet Dumps...

http://isc.sans.org
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Combates a Bots e Botnhets

A verificacao pode ser feita com qualquer cliente
IRC ( ex. mIRC)

Alguns cuidados necessarios:

- Nunca verifigue de dentro de sua empresa/orgao
Por que??

— Alguns comandos podem ser retirados dos
servidores (ex. /list)

Por que??

http://isc.sans.org



Combates e Bots e Botnhets

Tamanho nao é Documento!

O que vale mais:

- Uma Botnet com 50000 maqguinas ou uma com 1000
maquinas?

Parece obvio, mas nao é!

http://isc.sans.org
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Mas, e como reportar botnets ?
1) Contato com o ISP responsavel
2) Através do Contact Form do ISC (http://isc.sans.org/contact.php)

Envie informacbes completas sobre o Botnet

—  Qual o servidor
—  Qual o Canal
—  Senha do servidor/canal

- AS do IP do Botnet ( utilize o whois do Team Cymru,
whois.cymru.com)

http://isc.sans.org/diary.php?date=2004-10-21

http://isc.sans.org



Co

nclusao

Participe!

Envie logs para o DShield

(nttp://www.dshield.org/howto.php)
Envie suas observacoes para o ISC

(
A

(

nttp://isc.sans.org/contact.php )
orenda a fazer um hardening do seu sistema

nttp://’www.sans.org/rr)

pbueno@isc.sans.org / bueno@ieee.org

http://isc.sans.org



FIM

[FIM!]
pbueno@isc.sans.org / pbueno@gmail.com

61 8421-0581

http://isc.sans.org



